
***Claimed to be a
business associate
but did not use a
business email

*Watch out for
same day arrivals

Be on the lookout
for mismatched or
incorrect addresses,
as well as any
address with a P.O
Box

Additionally, always perform
a quick search of the billing
address to determine
legitimacy - in this case,
“Luckiest Street” doesn’t
exist in Atlanta, however, a
“Luckie Street” does. This is
a red flag.

**Cardholder phone
and guest phone
should be different

USD
Leave on file for 7 days

WĂǇŵĞŶƚ �ƵƚŚŽƌŝǌĂƚŝŽŶ ZĞƋƵĞƐƚ͗

ZĂƚĞ /ŶĨŽƌŵĂƚŝŽŶ ĂŶĚ �ƉƉƌŽǀĞĚ �ŚĂƌŐĞƐ͗

�ŽŵŵĞŶƚƐͬ^ƉĞĐŝĂů ZĞƋƵĞƐƚƐ͗

WĂǇŵĞŶƚ /ŶĨŽƌŵĂƚŝŽŶ͗

/ ĂƵƚŚŽƌŝǌĞ ƚŚĞ ŚŽƚĞů ŵĞŶƚŝŽŶĞĚ ĂďŽǀĞ ƚŽ ĐŚĂƌŐĞ ƉĂǇŵĞŶƚ ĨŽƌ Ăůů ĐŚĂƌŐĞƐ ĂƐ ŝŶĚŝĐĂƚĞĚ ŝŶ ƚŚĞ ZĂƚĞ /ŶĨŽƌŵĂƚŝŽŶ ĂŶĚ �ƉƉƌŽǀĞĚ
�ŚĂƌŐĞƐ ƐĞĐƚŝŽŶ ŽĨ ƚŚŝƐ ĨŽƌŵ ďǇ ƉƌŽĐĞƐƐŝŶŐ Ă ĐŚĂƌŐĞ ƚŽ ƚŚĞ ĐƌĞĚŝƚͬĚĞďŝƚ ĐĂƌĚ ůŝƐƚĞĚ ĂďŽǀĞ͘ / ĐŽŶĨŝƌŵ ƚŚĂƚ Ăůů ŐƵĞƐƚƐ ůŝƐƚĞĚ ĂďŽǀĞ ĂƌĞ ĂŐĞ ϭϴ
Žƌ ŽůĚĞƌ͘ / Ăŵ ƚŚĞ ĂƵƚŚŽƌŝǌĞĚ ƐŝŐŶĞƌ ĨŽƌ ƚŚĞ ƉĂǇŵĞŶƚ ŝŶĨŽƌŵĂƚŝŽŶ ĂƚƚĂĐŚĞĚ͘

�ĂƌĚŚŽůĚĞƌ ^ŝŐŶĂƚƵƌĞ͗ �ĂƚĞ͗

�ůů �ŚĂƌŐĞƐ ZŽŽŵ Θ dĂǆ dĞůĞƉŚŽŶĞ ;>�Ϳ dĞůĞƉŚŽŶĞ ;>ŽĐĂůͿ ZĞƐƚĂƵƌĂŶƚ

sĂůĞƚͬ>ĂƵŶĚƌǇ WĂƌŬŝŶŐ ,^ /ŶƚĞƌŶĞƚ �ĐĐĞƐƐ DŽǀŝĞƐ

�ƌƌŝǀĂů �ĂƚĞ͗ �ĞƉĂƌƚƵƌĞ �ĂƚĞ͗

�ĂƌĚŚŽůĚĞƌ WŚŽŶĞ EƵŵďĞƌ͗

ZŽŽŵ ^ĞƌǀŝĐĞ

'ƵĞƐƚ /ŶĨŽƌŵĂƚŝŽŶ

�ŽŶĨŝƌŵĂƚŝŽŶ EƵŵďĞƌ͗

'ƵĞƐƚ EĂŵĞ͗

�ŽŵƉĂŶǇ EĂŵĞ͗

WŚŽŶĞ EƵŵďĞƌ͗

�ĚĚƌĞƐƐ͗

�ŝƚǇ͕ ^ƚĂƚĞ͕ �ŝƉ͗

ZĞůĂƚŝŽŶ ƚŽ �ĂƌĚŚŽůĚĞƌ͗
;ŝĨ ĂƉƉůŝĐĂďůĞͿ

&ƌŝĞŶĚ �ƵƐŝŶĞƐƐ �ƐƐŽĐŝĂƚĞ KƚŚĞƌ͗

�ĐĐĞƉƚĂŶĐĞ ĂŶĚ Ğ^ŝŐŶĂƚƵƌĞ͗

KƚŚĞƌ͗

dĂǆĞƐ͗ EƵŵďĞƌ ŽĨ EŝŐŚƚƐ͗dŽƚĂů �ĂŝůǇ ZĂƚĞ͗

ZĞůĂƚŝǀĞ

�ǀĞŶƚͬ�ĂƚĞƌŝŶŐͬ�ĂŶƋƵĞƚ �ŚĂƌŐĞƐ

�ƵƌƌĞŶĐǇ ƚǇƉĞ͗

�ŚĂƌŐĞƐ ŵƵƐƚ ŶŽƚ ĞǆĐĞĞĚ

ZŽŽŵ ZĂƚĞ͗

ĨŽƌ ƚŚĞ ĞŶƚŝƌĞ ƐƚĂǇͬĞǀĞŶƚ

WůĞĂƐĞ ĐŽŵƉůĞƚĞ ƚŚŝƐ ƉĂǇŵĞŶƚ ĂƵƚŚŽƌŝǌĂƚŝŽŶ ĨŽƌŵ ƚŽ ĂůůŽǁ ƚŚĞ ƚŚŝƌĚͲƉĂƌƚǇ ĞǆƉĞŶƐĞƐ ŽƵƚůŝŶĞĚ ďĞůŽǁ ƚŽ ďĞ ĐŚĂƌŐĞĚ ƚŽ ǇŽƵƌ ĐƌĞĚŝƚͬĚĞďŝƚ ĐĂƌĚ͘

�ůŝĐŬ ŚĞƌĞ ƚŽ ŽƉĞŶ DĂƌƌŝŽƚƚ WƌŝǀĂĐǇ �ĞŶƚĞƌ
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4.

Look up the address
online to validate
its legitimacy (this
is probably not
legitimate)

Google search for 4512
Wilkinson Blvd

3.

5.
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Use this eAuthorizations training form to better understand the
warning signs that indicate a potential fraud attempt.

Sertifi Sample eAuth Form -
Fraud Training


